ONLINE BOOKSTORE • PRE-LAUNCH PLAN
Online Bookstore
Pre-Launch Implementation Plan
Staging → supplier integration → soft launch → production

	Target: A production-ready WooCommerce bookstore in 4–6 weeks, using Project Gutenberg as a realistic staging catalog and BooksRun/Ingram as live suppliers.



Core decisions already made
• WooCommerce on self-managed infrastructure
• Official WooCommerce Stripe gateway for card processing (manual capture)
• BooksRun for used / opportunistic dropship inventory
• Ingram for broad new-book wholesale fulfillment
• Project Gutenberg for staging data
• Blocksy Book Store starter theme
• 25% target product margin
• Free shipping at $25; free members at $15
• Free membership designed primarily for retention/email
• Own Git server; separate staging and production environments


1. Executive Summary
The fastest safe path is to build the complete ordering system against synthetic supplier data first, then replace the staging supplier adapter with live BooksRun and Ingram integrations. The public storefront should remain thin; the real business logic belongs in one custom plugin and dedicated catalog tables.
	Recommended launch window: 4 weeks is achievable if supplier/payment access is ready and scope stays disciplined. Plan for 5 weeks and keep Week 6 as contingency for supplier onboarding, tax/legal items, or integration defects.



Launch definition
A customer can search/browse a real catalog, select a condition/edition where appropriate, and place an order.
Supplier availability and price are rechecked live, immediately before the customer's card is authorized (held) — it's only actually charged once the supplier order succeeds (see Appendix B).
Orders that remain profitable are charged and sent to the selected supplier automatically.
Exceptions are held for review instead of silently failing.
Tracking, transactional email, refunds, inventory refreshes, backups, and monitoring work end to end.
Free-member status correctly changes the free-shipping threshold from $25 to $15.
What is intentionally not required for launch
Crypto payments.
Hardcover.app personalization.
A paid membership/subscription system.
In-house print-on-demand equipment.
A million-title catalog.
Advanced AI recommendations.
A custom frontend or page builder.
2. Target Architecture
Keep staging and production separate, but run the same code in both environments. Only configuration, credentials, data sources, and external endpoints should differ.
	Layer
	Staging
	Production

	Storefront
	WordPress + WooCommerce
	WordPress + WooCommerce

	Theme
	Blocksy Book Store
	Blocksy Book Store

	Catalog source
	Project Gutenberg + synthetic offers
	BooksRun + Ingram

	Payments
	Stripe test mode
	Stripe live mode

	Database
	Separate MariaDB database/schema
	Separate MariaDB database/schema

	Cache
	Redis
	Redis

	Jobs
	Action Scheduler + system cron
	Action Scheduler + system cron

	Email
	Mail catcher; nothing leaves server
	Transactional email provider

	Marketing
	Test list only / disabled
	MailerLite when ready

	Search indexing
	noindex + password/IP restriction
	Publicly indexable

	Git
	Same repository
	Same repository

	Secrets
	Test keys only
	Production keys only


The custom plugin
Create one first-party plugin (working name: bookstore-core) that owns the business logic. Do not put supplier logic in the theme and do not distribute it across unrelated plugins.
Catalog model: Work → Edition → ISBN → Cover Variant → Supplier Offer.
Supplier adapters: GutenbergTestAdapter, BooksRunAdapter, IngramAdapter.
Pricing: landed supplier cost, processing estimate, 25% target margin, shipping thresholds.
Order state machine: supplier/margin recheck → Stripe authorization → fraud check → supplier confirmation → Stripe capture → fulfill.
Membership: free member flag, email/marketing state, $15 shipping threshold.
Inventory sync: price changes, stock changes, stale-offer expiry, discontinued offers.
Exception queue: out-of-stock, supplier timeout, price jump, payment failure, address problem, split order.
Audit data: supplier cost, supplier shipping, processor cost, selling price, expected/actual contribution.
Catalog data model
	Object
	Purpose

	Work
	Customer-facing logical book: title, author, description, subjects.

	Edition
	Publisher/year/format/language/edition differences.

	ISBN
	Exact edition identifier used by suppliers.

	Cover Variant
	Optional customer-selectable cover/edition grouping.

	Supplier Offer
	Supplier, condition, stock, base price, shipping, timestamp.


	Important: Do not make every ISBN a WooCommerce product. WooCommerce should represent the customer-facing work; the ISBN/offer universe stays in dedicated catalog tables.



3. Launch Business Rules
Pricing
Target product margin: 25%. Supplier shipping is treated as part of landed cost. Customer shipping is a separate checkout rule.
Core target-price formula:
Retail Price = (Supplier Base + Supplier Shipping + Fixed Processing) ÷ (1 − Processing Rate − 0.25)
Round final prices to sensible retail endings (for example $X.99) only after the calculation.
At order time, rerun the profitability check using live supplier cost before charging the customer's payment.
A small price cushion is acceptable, but stale supplier cost must never be trusted as final.
Store expected and actual contribution for every order line so the formula can be tuned from real results.
Shipping and free membership
	Customer
	Free-shipping threshold
	Launch purpose

	Guest / regular customer
	$25+
	Protect small-order margin; encourage larger baskets.

	Free member
	$15+
	Email capture, retention, repeat purchase incentive.


Membership is free. No recurring billing, renewal engine, or paid membership extension is required. Implementation can be a verified member/account flag plus transparent marketing-email consent/preferences.
4. Aggressive 5-Week Implementation Timeline
	Week
	Primary goal
	Deliverables
	Exit gate

	Week 1
	Infrastructure + visual shell
	Git repo; staging VPS; production skeleton; MariaDB; Redis; backups; system cron; WooCommerce; HPOS; Blocksy Book Store; noindex staging; secrets strategy.
	Fresh deployment reproducible from Git; staging cannot send real mail or charge real cards.

	Week 2
	Catalog + storefront
	Custom plugin scaffold; Work/Edition/ISBN/Offer schema; Gutenberg importer; synthetic costs/stock/conditions; search/filter UX; cover variants; 25% pricing; $25/$15 shipping logic.
	10k+ staged titles browse/search correctly; no duplicate-product explosion.

	Week 3
	Checkout + order engine
	Official WooCommerce Stripe gateway in test mode; authorization/capture-later; supplier/margin/fraud checks; order state machine; background jobs; exception queue; cancellation/refund paths; webhook handling; transactional-email templates in mail catcher.
	End-to-end fake orders complete without manual DB edits; failures land in review queue.

	Week 4
	Live suppliers + operations
	BooksRun credentials/API/AutoBuy; FTP feed if available; live price recheck; Ingram account/feed/order path; production email; tax/shipping/legal pages; monitoring and alerts.
	Production-like orders pass using supplier test/controlled orders; costs and tracking reconcile.

	Week 5
	Soft launch + hardening
	Small catalog release; controlled real purchases; mobile/accessibility checks; backup restore test; load test; analytics; member signup; support workflow; launch checklist.
	No critical failures across payment, fulfillment, email, refund, backup, monitoring, and stock-price recheck.

	Week 6 (buffer)
	Contingency / scale-up
	Supplier onboarding delays, edge-case fixes, search tuning, catalog expansion, marketing feed preparation.
	Use only if needed; otherwise begin catalog/traffic ramp.


5. Pre-Launch Work Breakdown
Infrastructure & deployment
Provision separate staging and production environments.
Run MariaDB and Redis as separate services from WordPress/PHP, even if they share the same physical VPS initially.
Configure Caddy or Nginx, TLS, PHP-FPM, sensible upload/body limits, and checkout cache bypasses.
Use system cron to drive Action Scheduler/WP-Cron reliably.
Keep production secrets outside Git; maintain separate staging and production environment files.
Automate deployment from the same Git repository to staging, then production.
Create off-host database and uploads backups; perform a full restore into staging before launch.
Storefront & UX
Import Blocksy Book Store starter on a clean site; prefer Gutenberg over Elementor unless a real blocker appears.
Define one restrained brand palette, two fonts maximum, one button style, and consistent spacing.
Make mobile search prominent and test checkout one-handed on a phone.
Implement work-level product pages with edition/condition choices rather than ISBN-level duplicate listings.
Display used-book condition definitions clearly.
Show $25 free shipping and $15 member free shipping consistently in cart/checkout.
Catalog & search
Import 10k Gutenberg works first, then scale staging to 50k+ to expose performance problems.
Generate synthetic supplier offers with random stock, condition, price, shipping, and deliberate failures.
Normalize author, title, language, series/volume, and ISBN-10/13 mappings.
Build conservative work-grouping logic; do not merge revised, illustrated, abridged, translated, large-print, textbook-edition, or materially different versions blindly.
Support cover/edition choices only when the supplier metadata makes the choice defensible.
Index title, author, ISBN, series, publisher, subjects/categories, and alternate titles.
Payments, fraud & order processing
Install the official WooCommerce Stripe gateway and configure it from environment-managed Stripe test credentials before any live credentials are introduced.
Recheck supplier price/availability and margin live before Stripe authorizes (holds) the customer's card. Capture (the actual charge) happens only after the supplier order succeeds (see Appendix B, Revision 3).
Run the local WooCommerce fraud-check extension point after Stripe authorization and before supplier submission; use Stripe Radar for payment-side risk controls.
Build explicit order states: Pending → Supplier Verify → Margin Verify → Fraud Check → Charged → Supplier Ordered → Shipped → Complete.
Every failure path must end in a visible review state, not a silent error.
Test voiding a held authorization when fulfillment cannot proceed before capture (the common case now), and refunding an order in the rarer case where fulfillment fails after capture (see Appendix B).
Supplier integration
BooksRun: obtain API key, AutoBuy access, and daily FTP inventory schema/feed if available.
BooksRun: ingest offers without turning every offer/ISBN into a WooCommerce product.
BooksRun: always perform a live offer/price check immediately before charging/AutoBuy.
Ingram: complete retailer onboarding, payment configuration, Direct-to-Home/consumer-direct workflow, and catalog/order integration.
Implement supplier routing so a line can choose the best valid offer rather than hard-coding one supplier forever.
Store supplier order ID and tracking against each WooCommerce line/order.
Email, membership & retention
Use a mail catcher in staging so no test email reaches real customers.
Choose a screened transactional-email provider for production; do not rely on unauthenticated PHP mail.
Create free member signup/account flow and transparent email-preference/consent language.
Member flag enables free shipping at $15; regular threshold remains $25.
MailerLite can start on the free plan for a small list; sync/automation can be added without blocking store launch.
Prepare welcome, order confirmation, shipment, refund, abandoned-cart, and basic recommendation templates.
Legal, tax & customer operations
Business entity/bank account/resale documentation ready for suppliers.
Sales-tax configuration tested with real destination examples before launch.
Publish privacy, terms of sale, returns/refunds, shipping, and used-condition policies.
Create a customer-service address and response workflow.
Document what happens when supplier condition differs, an item cancels, shipment is late, or only part of an order can ship.
Security & observability
Enable automatic security updates where safe; stage WooCommerce/theme/plugin upgrades before production.
Restrict staging from search engines and preferably behind authentication/IP access.
Alert on uptime, disk space, database health, backup failure, queue backlog, payment errors, BooksRun/Ingram failures, and transactional-email failure.
Log supplier calls and order-state changes without logging full card data or secrets.
Rate-limit login/checkout abuse and keep admin accounts on strong MFA.
6. Staging Test Matrix
Staging should intentionally break things. A clean happy-path demo is not enough.
	Scenario
	Expected behavior

	Supplier price rises after customer checkout
	Recalculate before charging; charge only if margin rule still passes; otherwise cancel before payment is taken.

	Offer goes out of stock
	Try alternate valid offer/supplier before charging; if it happens after charge, refund (fee loss only) or fulfill manually as a one-off (e.g. buy from Books-A-Million/Amazon and ship).

	BooksRun/API timeout
	Retry safely via queue; do not double-order.

	Duplicate supplier webhook/job
	Idempotency prevents duplicate charge or duplicate supplier purchase.

	Multiple ISBNs same work
	One customer-facing product; exact ISBN selected only at fulfillment.

	Cover-specific choice
	Fulfillment restricted to ISBNs mapped to selected cover/edition.

	Member cart = $15+
	Free shipping applies.

	Non-member cart = $15–$24.99
	Normal shipping charge remains.

	Non-member cart = $25+
	Free shipping applies.

	High fraud score / AVS problem
	Stripe authorization held before supplier spend; Stripe Radar and the WooCommerce fraud-check extension point run before supplier submission and capture.

	Supplier confirmation fails before Stripe capture
	Cancel the order so Stripe releases the authorization; route the order to Needs Review and notify the customer. Use a refund only for a failure discovered after a confirmed capture.

	Refund after supplier order
	Refund workflow records actual loss/recovery and customer communication.

	Transactional email provider down
	Order remains valid; email job retries and alert fires.

	Backup restore
	Fresh staging restore contains orders/config/catalog mappings and boots successfully.


7. Expected Pre-Launch and Monthly Expenses
These are planning numbers, not quotes. Current public prices verified in August 2026 are used where available; provider choice can lower or raise the VPS/email numbers.
	Item
	Launch / annual
	Monthly
	Notes

	WooCommerce / WordPress / MariaDB / Redis
	$0
	$0
	Open-source software.

	Blocksy Business
	$99/year
	≈$8.25 amortized
	Book Store starter requires Business or Agency.

	Domain
	$15–25/year est.
	≈$1–2 amortized
	Depends on registrar/TLD.

	Production VPS benchmark
	$0 setup
	$48
	4 vCPU / 8 GB / 160 GB / 5 TB transfer benchmark.

	Staging VPS benchmark
	$0 setup
	$24
	2 vCPU / 4 GB / 80 GB / 4 TB transfer benchmark.

	Off-site backups
	$0–small
	$5–15 est.
	Could be lower if using existing owned storage plus offsite copy.

	Transactional email
	$0–small
	$0–15 est.
	Provider still to be selected/screened.

	Shop Defender (optional but recommended)
	$39/year
	≈$3.25 amortized
	Local WooCommerce fraud layer.

	MailerLite marketing
	$0 initially
	$0 initially
	Free: up to 250 subscribers / 2,500 emails monthly; paid plans start around $12/mo.

	Stripe
	No project-specific setup fee
	See Stripe account pricing
	Do not hard-code a fee assumption; verify the connected Stripe account's current pricing before margin calibration.

	BooksRun
	No public API setup fee identified
	Usage = supplier purchases
	API key + AutoBuy; FTP available for bulk buyers.

	Ingram retailer account
	$0 account opening shown for ipage
	Usage = supplier purchases
	Wholesale purchasing/fulfillment costs are variable.

	Business/legal/tax filings
	TBD
	TBD
	Depends on entity status, PA registrations, accountant/legal help.

	Initial ad testing
	Optional
	$0 prelaunch
	Do not spend materially until fulfillment and contribution data are proven.


	Planning total: Expect roughly $200–$300 of first-month fixed infrastructure/software outlay before business/legal filings and supplier working capital. Ongoing fixed infrastructure is roughly $80–$115/month at the benchmark VPS sizes, before card processing, supplier purchases, tax, and advertising.



Working capital
Supplier float is not the same as an expense. The store needs enough available cash/debit capacity to pay BooksRun/Ingram while customer charges and payouts settle. Start small, keep order caps conservative, and let the purchasing fund grow before increasing traffic.
8. Launch Gates — Do Not Go Public Until These Pass
Production deployment is reproducible from Git and does not depend on undocumented manual edits.
Production and staging databases, secrets, payment credentials, and email destinations are isolated.
A full backup has been restored successfully into staging.
Stripe authorization, capture, cancellation/release, webhook handling, and refund have all been tested in Stripe test mode.
BooksRun live price/stock recheck works and cannot double-submit an order.
Ingram ordering path is tested or explicitly deferred without breaking supplier routing.
A supplier price increase/out-of-stock event produces a safe pre-capture cancellation (a reversed hold), fallback, or (if caught post-capture) a refund.
25% pricing logic and $25/$15 shipping thresholds have automated tests.
Member signup and marketing preferences work on mobile.
Tax calculation is verified for representative destinations.
Order/shipping/refund emails are authenticated and delivered reliably.
Privacy, terms, returns, shipping, and condition pages are published.
Monitoring alerts have been intentionally triggered at least once.
Checkout works on current Android/iPhone-sized screens and desktop.
No staging URLs are publicly indexed.
At least several controlled real orders have completed from payment through delivery/tracking.
9. Recommended Soft-Launch Strategy
Launch with a deliberately limited live catalog rather than importing everything immediately.
Keep daily order volume capped while validating BooksRun cancellations, tracking latency, condition complaints, and real Stripe fees.
Review every exception manually; normal successful orders should require little or no human action.
Track actual contribution by supplier, condition, genre/category, and order size.
Only expand paid advertising after real orders show that supplier shipping, payment fees, refunds, and customer service still leave acceptable contribution.
Expand catalog in measured steps (for example 2k → 10k → 50k works) while watching search latency, DB load, queue depth, and conversion.
10. Post-Launch Backlog (Not Launch Blockers)
	Backlog item
	Purpose

	MailerLite recommendation automation
	Segment/rule-based email recommendations without AI.

	Hardcover integration
	Only after commercial/API permission is clear.

	Google Merchant Center
	Free listings and shopping feed after catalog quality is stable.

	Meta advertising/catalog
	Retargeting and themed collection campaigns.

	Crypto / BTCPay Server
	Add once operating float can absorb delayed conversion.

	Advanced search service
	Meilisearch/OpenSearch if staging/production metrics justify it.

	In-house POD
	Public-domain/authorized indie editions as a later business line.

	Supplier optimization
	Route between BooksRun, Ingram, and future direct/publisher sources based on live landed cost.


11. Remaining Decisions Before Week 4
Final VPS provider (benchmark sizing is known; provider should also be screened against vendor criteria before commitment).
Production transactional-email provider.
Exact customer shipping charge below the free-shipping threshold.
Whether Ingram is mandatory for day-one public launch or can follow immediately after BooksRun soft launch.
Production metadata enrichment source for descriptions/work grouping when BooksRun/Ingram data is incomplete.
Exact initial live-catalog size and first categories to emphasize.
Appendix A — Current Cost/Capability References
	Source
	Planning fact
	Reference

	Blocksy Book Store
	Book Store is a Pro starter site requiring Business/Agency; Business is $99/year.
	https://creativethemes.com/blocksy/starter-site/book-store/ ; https://creativethemes.com/blocksy/pricing/

	DigitalOcean benchmark
	Basic 4 vCPU / 8 GB / 160 GB / 5 TB = $48/mo; 2 vCPU / 4 GB / 80 GB / 4 TB = $24/mo.
	https://www.digitalocean.com/pricing/droplets

	Stripe
	Pricing varies by country, payment method, and account agreement; verify current account pricing before launch.
	https://stripe.com/pricing

	Shop Defender
	Local WooCommerce fraud extension: $39/year.
	https://woocommerce.com/products/shop-defender/

	MailerLite
	Free: 250 subscribers / 2,500 monthly emails; paid plans start around $12/month.
	https://www.mailerlite.com/pricing

	BooksRun
	API supports Buy/Rent pricing, AutoBuy dropshipping, and daily FTP inventory for bulk buyers.
	https://booksrun.com/page/api-reference

	Ingram
	ipage account-opening documentation indicates retailer account opening can be free and single-copy ordering is supported.
	https://www.ingramcontent.com/retailers-page/ipage-frequently-asked-question


	Bottom line: This is a weeks-scale build, not a months-scale build, if the first release stays focused. The critical path is the supplier/payment/order state machine—not visual customization or advanced marketing.


Appendix B — Payment Flow Decision (Revision 1, 2026-08-27 — Superseded)
The original plan (Section 3, 5) assumed an authorize-then-capture-later payment flow: hold funds at checkout, recheck supplier stock/price/margin, then capture separately once fulfillment was confirmed. This was revised after evaluating Helcim's actual WooCommerce integration options.
What was evaluated
Helcim's official WooCommerce plugin ("Helcim for WooCommerce") only supports an immediate charge (a "Purchase" transaction) integrated with WooCommerce's order lifecycle. It does not expose a hold/capture step tied to a WooCommerce order, even though Helcim's platform supports pre-authorizations through other tools (POS app, Virtual Terminal, Payment Pages) that are disconnected from WooCommerce entirely.
A custom integration built directly against Helcim's underlying API to preserve the original authorize-then-capture design was scoped and confirmed feasible: Helcim's API supports preauth, capture, void, and refund as plain REST calls, returns a reusable card token so a later capture doesn't need the customer present, and every mutating call takes a built-in idempotency key. Card data stays off this project's servers either way (hosted HelcimPay.js iframe, PCI SAQ A scope).
Decision
Use Helcim's official WooCommerce plugin with an immediate-charge flow. Supplier stock, price, and margin are rechecked live, synchronously, immediately before the customer's card is charged — collapsing the risk window the original hold-then-capture design existed to protect against. In a dropship model, no design actually reserves the supplier's physical inventory; the real protection was always how close to the moment of charge the check happens, not whether funds are held versus charged outright.
Residual risks accepted, and why
A charge that later needs to be undone — supplier fulfillment fails after passing the pre-charge check, a race between two concurrent buyers of scarce stock, fraud caught after the fact — becomes a refund instead of a void. The customer is made whole in full; the store loses only the processing fee (interchange + 0.50% + $0.25) on that one order. Acceptable as a rare edge case, not a structural loss.
For a one-off unfulfillable order after charge, a manual retail fallback (buy the title from Books-A-Million or Amazon locally and ship it) is an acceptable ops workaround at launch order volumes — this avoids building automated multi-supplier failover routing before launch, and often isn't even a net loss.
Fraud caught only after charging carries chargeback exposure a never-captured authorization wouldn't have. Mitigated by running Helcim's automatic transaction risk signals and WooCommerce-side fraud checks before the charge fires, not after.
What this simplifies
No custom WC_Payment_Gateway class, no checkout-page JavaScript/iframe wiring, no order meta shepherding a card token between a separate authorization and a later capture call. The order state machine drops its separate Authorized/Captured states in favor of a single Charged state, reached only after the supplier, margin, and fraud checks all pass.
Sections already updated in place to reflect this decision: Executive Summary (launch definition), Section 2 (the custom plugin's order state machine), Section 3 (Launch Business Rules), Section 4 (Week 3 deliverables), Section 5 (Payments/fraud work breakdown), Section 6 (Staging Test Matrix), and Section 8 (Launch Gates).
Appendix B — Payment Flow Decision (Revision 2, 2026-08-28 — Superseded)
Revision 1 (2026-08-27, above) chose an immediate-charge flow because Helcim's official WooCommerce plugin only supports one-time “Purchase” transactions — re-verified directly against Helcim's current developer docs, still true. What changed: HelcimPay.js itself, independent of that plugin, has always supported a real preauth/capture flow (a genuine “Preauth” transaction type, captured later via a documented REST endpoint, POST /v2/payment/capture, with a matching /v2/payment/reverse to release an uncaptured hold at zero cost). Revision 1 already knew this (“a custom integration… was scoped and confirmed feasible”) and chose not to build it, purely for complexity reasons. This revision reverses that trade.
New decision
Preauth (hold) the card at checkout via a custom WC_Payment_Gateway built directly against HelcimPay.js (Payments\HelcimGateway) — not the off-the-shelf plugin, which is no longer installed. Sequence: price/margin recheck (unchanged) → preauth → fraud check (Payments\FraudCheck, still the same no-op extension point, just resequenced to run after the hold exists rather than before) → order authorized (new bsc-authorized status) → submitted to the supplier (Order\SupplierOrderJob) → only on supplier success is the hold captured (the card is actually charged for the first time) → Supplier Ordered. A failed supplier order reverses the hold instead of refunding a charge that was never made.
Why this improves on Revision 1's accepted risk
Revision 1 accepted “a charge that later needs to be undone… becomes a refund instead of a void… the store loses only the processing fee” as a rare-but-real cost. Under preauth-then-capture, the equivalent failure is a genuinely zero-cost reversal — no processing fee lost, no chargeback exposure from a completed charge, no refund visible to the customer at all. Revision 1's fraud-check timing tradeoff (checking before vs. after the money moves) is now moot: nothing is captured until after both the fraud check and the supplier order succeed.
What this costs (the complexity Revision 1 avoided, now paid)
A custom WC_Payment_Gateway class, a WooCommerce Blocks payment-method integration (this store only serves Cart/Checkout blocks) with real iframe/JS wiring, and order meta shepherding a preauth transaction ID and card token between the hold and a later capture call — precisely the three things Revision 1's “What this simplifies” section listed as avoided. The order state machine regains a real Authorized status: Pending → Authorized (Held) → … → Charged, reached only at capture.
Verification status as of this revision
No Helcim sandbox API token exists yet in any environment. The full flow (checkout → preauth → fraud review → supplier order → capture/reverse) is live-verified in dev end-to-end using a fake mode (Payments\HelcimClient returns synthetic approved responses when unconfigured, mirroring how this project already handles BooksRun before real API access existed) — including catching and fixing a real bug during that testing (a cart-total race condition in the new checkout REST endpoints). The actual HelcimPay.js iframe and real Helcim API calls remain unverified until a real sandbox token is added.
Appendix B — Payment Flow Decision (Revision 3, 2026-08-28 — Current)
Revisions 1 and 2 above are retained only as decision history and are superseded. The current design uses the official WooCommerce Stripe Payment Gateway (woocommerce-gateway-stripe); the custom Helcim gateway, client, checkout JavaScript, REST endpoints, fake mode, credentials, and tests have been removed.
Current decision
Enable Stripe's ‘Issue an authorization on checkout, and capture later’ mode. Sequence: live supplier price/margin recheck → Stripe authorization (WooCommerce On hold) → local fraud-check extension point → bsc-authorized → supplier submission → transition to Processing, which makes the official Stripe extension capture → verify _stripe_charge_captured=yes → bsc-ordered. If supplier submission fails before capture, transition through Cancelled so Stripe releases the authorization, record the void, and route the order to bsc-exception (Needs Review).
Configuration and secret handling
Deployment installs and activates woocommerce-gateway-stripe. Each .env.<environment> provides STRIPE_MODE (test or live), STRIPE_PUBLISHABLE_KEY, STRIPE_SECRET_KEY, and an optional STRIPE_WEBHOOK_SECRET. deploy.sh validates key prefixes, writes values to gitignored per-environment Docker secret files, mounts those files into WordPress and cron, and seeds woocommerce_stripe_settings without printing credentials. The gateway remains disabled when either API key is missing. No Stripe credential is committed to the repository.
Webhooks and operational constraints
For manual API-key connections, configure Stripe's endpoint at https://<store-host>/wc-api/wc_stripe and store its whsec_ signing secret in the environment file. Manually entered keys do not provide every OAuth-only feature, including automatic payment-method synchronization and potentially Optimized Checkout Suite eligibility. Online card authorizations must be captured within seven days; the supplier-confirmation queue must alert well before expiry.
Acceptance criteria
A Stripe test-mode checkout reaches On hold with _stripe_charge_captured=no and is promoted to bsc-authorized only for an official Stripe payment method.
A successful supplier submission captures exactly once, records Stripe's captured flag, and reaches bsc-ordered without resubmitting the supplier order.
An unavailable supplier offer cancels the uncaptured Stripe authorization and lands visibly in Needs Review without issuing a refund.
Capture failure after supplier submission lands in Needs Review with an explicit do-not-resubmit note.
Webhook delivery, refunds after capture, credential rotation, test/live isolation, and the seven-day expiry alert are verified before launch.
Working plan • August 2026




